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Context of the research 

activity 

 

Smart IOT sensors for edge nodes. 
Advances in embedded systems and communication technologies 
and the availability of low-cost sensors have opened the way to a 
pervasive presence of embedded applications in our everyday lives 
as well as in diversified segments of the market. However, in order 
to meet user expectations and satisfy application constraints several 
intelligent functionalities are requested with only few basics 
mechanisms incorporated in current IoT and CPS solutions. In fact, 
self-adaptation, resources management, and energy-efficient 
communication functionalities, security policies for such distributed 
systems are still (partly) missing functionalities that need to be 
considered to prolong the system lifetime, guarantee Quality of 
Service and application credibility. In this direction, the proposed 
research activity aims at providing an adaptive, 
energy- and security-aware distributed framework for IoT and 
Smart-X technologies capable of supporting autonomous and 
distributed intelligent embedded applications. On the basis of energy 
availability, communication needs and application constraints the 
optimal system configurations will be identified online, based on 
information sharable within a three-tier sensor units, Edge and cloud 
computing IoT architecture. The pervasive dissemination of these 
devices, their volume and the necessity to satisfy ever increasing 



demands for autonomy, energy-awareness and reliability has led 
embedded application designers and researchers to move towards 
the autonomic computing paradigm requesting the units to expose 
self-adaptation, resources management, low latency and energy-
efficient communication functionalities. In addition, as witnessed by 
recent cyber-attacks that affected IoT implementations, the urgency 
to design security policies for such distributed systems cannot be 
delayed any more. 

 

 

Objectives 
 
 

Recent years have witnessed the dissemination of ubiquitous 
distributed applications at an unprecedented rate thanks to advances 
in embedded-system and communication technologies and the 
availability of low-cost integrated sensor devices. Applications, 
which target everyday life, industrial and mission critical needs, are 
either confined at a single device or distributed within a network of 
units to enable the Internet-of-Things (IoT), the Smart-X and the 
Cyber-Physical Systems (CPS) frameworks. The pervasive 
dissemination of these devices, their volume and the necessity to 
satisfy ever increasing demands for autonomy, energy-awareness 
and reliability has led embedded application designers and 
researchers to move towards the autonomic computing paradigm 
requesting the units to expose self-adaptation, resources 
management, low latency and energy-efficient communication 
functionalities. The goals of this research will focus on specific 
targets.  

1) E-health devices, in which wearable and non-invasive 
innovative sensors can monitor the health status of people 
who may be affected by some disease 

2) Home sensing. The monitoring of  living conditions inside 
buildings will provide further useful data to verify the health 
conditions of people 

3) Energy harvesting. Careful analysis of  power requirements 
and  energy sources is required to make optimal use of this 
huge number of sensors. 

All these data require special tools to extract  efficient information. 
Machine learning, artificial neural networks, deep neural networks 
will be studied to have an efficient analysis of this information.

 
 
 

Skills and competencies for 
the development of the 
activity 
  

The ideal candidate should have skills and competencies going from 
hardware to software with a special care to machine learning and 
artificial neural networks. A previous experience in wireless sensors 
applied to e-health or  environment should be considered. 
Knowledge of techniques and methods for energy harvesting are 
also welcome.   

 
 


